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Government in the cloud, or on its own cloud.

Despite all the difficulties, the advantages of cloud computing in the public sector 
appear to be prevailing over the disadvantages and some governments are 
beginning to promote its use among public agencies. In the words of the US 
government IT chief: “When the employees go home, they have access to more 
technologies than they do at work. I said to myself, “Hold on a moment, people 
have this access at home; how can I bring it to the administration?”. That was a 
major reason for moving in this direction”. The federal government’s commitment 
to cloud computing through the Apps.gov portal marks an important step in 
consolidating this technology. The site has been launched as part of the open 
government initiative and is designed to help public administrations and 
government agencies migrate their services and applications to the cloud. It is an 
on-line window to which agencies can go to ask for SaaS applications tailored to 
their specific needs and offered all the legal and technical guarantees backed by 
the government105.

Other governments, on the contrary, have opted for the creation of a “government 
cloud”, which may be a subset of the cloud offered by a provider or a cloud 
developed by the government itself. These clouds are subject to certain more 
restrictive security and location standards to overcome the legal constraints on 
confidential data or information of critical national interest. Among the most 
active in this area is the British government, which is planning to migrate all its 
digital services to a secure private cloud called G-cloud106. This means that all 
investment in IT by public bodies must be in line with the cloud computing 
standards so that the data can be migrated once the G-cloud is available. The 
government of Japan has adopted a similar initiative to the British one. The aim is 
to develop a private cloud, the Kasumigaseki cloud, where all government 
computing will take place. This cloud will allow information and resources to be 
shared and will promote standardisation and consolidation of the government’s IT 
resources. The Kasumigaseki cloud is part of the Digital Japan Creative Project, 
which seeks to create new ICT markets to promote the Japanese economy107. 

Among European countries working to move to the cloud are Sweden, France and 
Spain108. Denmark has also released information on the savings achieved in a pilot 
scheme to migrate two of its systems, Digitaliser.dk and Nem-Handel to the cloud. 
At a European-wide level, however, the EU has nothing along the lines of 
America’s open government directive. Nonetheless, we will undoubtedly see 
emerging cooperation among member states in an effort to promote cloud 
computing for the whole Union. In South Korea, the government plans to invest 
nearly €521 million to lay the foundations for an industry based on web 
computing, much of which will be devoted to cloud computing infrastructures109. In 
China, the city of Dongying is launching a cloud computing initiative to encourage 
economic development through the creation of the Yellow River Delta Cloud 
Computing Center110, a cloud platform based on IBM technology. The aim is to turn 
the city into a centre of digital innovation. The city council of Wuxi has introduced 
a cloud services factory to improve available computing resources for local firms, 

105 https://www.apps.gov/cloud/
advantage/main/start_page.do.

106 http://www.culture.gov.uk/what_
we_do/broadcasting/5631.aspx.

107 http://www.cloudbook.net/
japancloud-gov.

108 http://multilingual.texterity.com/m
ultilingual/20100102?pg=46#pg46.

109 http://www.koreatimes.co.kr/www/
news/biz/2009/12/123_58238.html.

110 http://www.prnewswire.com/
news-releases/ibm-cloud-computing-
helps-chinese-city-of-dongying-
develop-into-a-smarter-
city-61339892.html.
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many of which do not have the financial capacity to afford the IT infrastructure 
they need to compete efficiently111. The Thai government, too, plans to create a 
private cloud for the internal use of various government agencies as part of its 
efforts to develop and implement e-government applications112.

Cloud computing and government solidarity

The potential of cloud computing in industrialised and emerging countries is vast, 
however there is another major reason why governments should encourage its 
development: solidarity with third-world countries. Here we can draw an analogy 
between government and business; like small business, third-world countries 
stand to benefit enormously from cloud computing, yet the pioneers in adopting 
the cloud are the governments of developed countries (like the large corporations, 
in our analogy).

The great majority of third-world countries lack the infrastructure to compete with 
developed countries and the gap between the two worlds is getting ever greater. 
However, just as a proliferation of mobile phones and wireless networks has 
enabled them to leap-frog the development of communications, avoiding the large 
investments made in developed countries, cloud computing may represent a 
major step forward in technological development. Compared to no other 
alternative, the cloud offers these countries storage and processing capacities and 
the greatest advances in the development of software without requiring 
investment they cannot afford. Any arguments against cloud computing are offset 
by the technological underdevelopment and the lack of strict laws on data 
protection, for which reason the governments of these countries should be the 
trailblazers in its use.

Another element that needs to be taken into account is that because of the very 
extensive dissemination of mobile communications in developing countries (See 
the statistics for Africa in Illustration 17), the lack of an efficient power grid, the 
unreliability of Internet access infrastructures and the high cost of software 
licences, cloud computing offers a very attractive alternative for meeting the IT 
needs of businesses in these countries. SaaS packages offer a free or low-cost 
alternative to traditional desktop applications, freeing firms from costly licences, 
and also giving access to on-line CRM applications at a cost that would be 
prohibitive with a traditional software model. Storing the data on the cloud frees 
businesses from frequent power outages and interruptions in the Internet access 
service. The data are always available over mobile terminals and, once the market 
for smartphones and netbooks matures and prices drop, businesses in these 
countries will be able to access an IT infrastructure comparable to that of large 
companies in developed countries.

However, the cost of these technologies continues to be relatively high by the 
economic standards of developing countries, and governments in developed 
countries should therefore be promoting standardisation and industrialisation of 
this technology. Once the cost of the services falls to affordable levels, cases of 

111 http://www.forbes.com/2009/07/27/
ibm-china-computing-intelligent-
technology-ibm.html.

112 http://www.futuregov.net/
articles/2009/may/25/thailand-plans-
private-cloud-e-gov/.

http://www.forbes.com/2009/07/27/ibm-china-computing-intelligent-technology-ibm.html
http://www.forbes.com/2009/07/27/ibm-china-computing-intelligent-technology-ibm.html
http://www.forbes.com/2009/07/27/ibm-china-computing-intelligent-technology-ibm.html
http://www.futuregov.net/articles/2009/may/25/thailand-plans-private-cloud-e-gov/
http://www.futuregov.net/articles/2009/may/25/thailand-plans-private-cloud-e-gov/
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innovation in developing countries will become the norm rather than the 
exception. Although this will not put an end to inequality in the world, it will be 
one step further towards levelling the playing field, because cloud computing 
“democratises” information technology, from which the citizens of developing 
countries will be the greatest beneficiaries. 

5.2. Landing on the cloud: strategies for transition to cloud computing

In 2009, a sixteen-country survey by Avanade, a global technical consultancy firm 
specialising in solutions based on the Microsoft platform, came up with a surprising 
figure for cloud computing in the business world. Over the previous nine months, it 
tracked a 320% increase in the number of people who said they were testing or 
planning to implement cloud computing114. In Spain, only 14.3% of the firms said it 
was not part of their plans115. Effectively, cloud services are being headlines as one of 
the major technological trends of 2010. A string of news stories have talked about the 
promising short-term future: “Public cloud services such as Amazon EC2 and Google 
are already dominating the consumer hi-tech landscape, as availability of the 
Chrome operating system –which incorporates desktop virtualization technology– 
will further consolidate these services as a viable mass computing platform“116.

However, beyond the good intentions and the interest shown in cloud computing, 
companies need to address a series of preliminary issues before they move to the 
cloud. FTF experts feel it is essential for firms to lay out their transition strategy in 
detail and prepare a solid and credible business plan before making a move. 
Illustration 18 shows an example of a framework for action going from 

113 http://www.itu.int/ITU-D/ict/
statistics/ict/index.html.

114 Global Study: Recession has little 
impact in Cloud Computing Adoption, 
Avanade News Release (2009).

115 http://www.computing.es/
Noticias/200912230028/El-60-por-
ciento-de-las-empresas-espanolas-ve-
el-cloud-como-una-inversion-
estrategica.aspx.

116 http://www.redestelecom.es/
Noticias/201001040014/Las-
tendencias-tecnologicas-para-2010.
aspx.

Illustration 17. Penetration of information and communications technology (ICT) by continent.
Source: International Telecommunication Union – Statistics on global development of ICT113.
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identification of applications that could be migrated to the cloud right through to 
implementation of the cloud computing services themselves.

In reality, the decision is not so much whether to move to the cloud or not, but 
what to move to the cloud. First of all, the company needs to identify its 
business-critical activities and evaluate the role played in them by information 
systems. Moving these key applications to the cloud will certainly require a 
detailed analysis to justify moving to an environment that has yet to reach 
maturity. For the other applications, cloud computing is a more feasible option 
and at the beginning, they are likely to be the ones taking up most room in 
the clouds. The fact is that cloud computing can offer companies 
comprehensive solutions for basic business functions, such as sales (see 
Illustration 19). 

What businesses have to decide: alternatives in the cloud world

In keeping with the main problem identified by the FTF experts, the first issues 
firms consider when it comes to moving to the cloud are security and privacy. 
Depending on how they deal with these matters, clouds can be classified as 
internal or external clouds and private or public clouds:

n	 An internal cloud is located at the company’s own data centre and forms part of 
its capitalised assets. An external cloud, on the other hand, is hosted outside 

Illustration 18. Framework for adoption of cloud computing services 
Source: Accenture.
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the company’s immediate context and forms part of the assets of the service 
provider — for the company, the provider’s charges are booked as expenses.

n	 A private cloud is for the exclusive use of a specific organisation, as opposed to 
the public cloud which is shared by many different firms, though each one is 
unaware of the existence of the others.

When the time comes to migrate, firms will make use of the two types of cloud. 
For example, a company may migrate its computing capacity to a private external 
cloud, i.e., one that belongs to a cloud provider, but which is not shared with any 
another organisation.

These two classifications are useful when it comes to identifying the advantages 
and disadvantages for companies of each type (see Illustration 20). The distinction 
between public and private clouds is based on the relative elasticity and isolation 
of each one. The private cloud allows clear limits to be set on the servers used, 
since it is not shared with any other company and can therefore ensure greater 
privacy of the stored data. The public cloud is more elastic, since it centralises the 
computing of many different firms, allowing providers to balance their different 
demand peaks. The result is that the providers get more use out of the servers 

Illustration 19. What does the cloud mean for sales?
Source: Salesforce, Peter Coffee.
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which brings prices down for their customers. The public cloud is more flexible, 
since it does not have the same constraints as private clouds. In a private cloud, 
once the contracted capacity has been exceeded, an additional server has to be 
hired out. Likewise, capacity can only be reduced when the resources of one or 
various servers are not needed. This means a staggered increase or decrease in 
computing resources. In a public cloud the resources amount to a pooling of 
computing capacity from which businesses use the resources they need, with no 
distinction between servers thanks to virtualization. In this way, the public cloud 
allows firms to adjust to maximum supply and demand for resources and, because 
there are fewer constraints, the adjustment can be instantaneous.

At the same time, there are essentially three characteristics differentiating an 
internal cloud from an external one: the nature of the costs, control over 
information and the location of the data. As we have seen, the providers’ external 
clouds allow them to transform IT investments into variable expenses, whereas 
internal clouds require greater capital investment. However, the latter allows 
greater control over data, since the information is stored on the company’s own 
in-house servers. On the contrary, when data is stored on an external cloud, 
control of the information is handed over to the service provider. Finally, external 
clouds often involve greater delocalisation of data, since a cloud provider normally 
has more servers than the business and these servers may be geographically 
scattered. Delocalisation of information can be restricted to some extent by means 
of service level agreements, but if the business requires the data to be located in 
specific sites or territories, as may be the case with bank’s customer information or 

Illustration 20: Characteristics of public and private clouds.
Source: Staying aloft in tough times, CIO White Paper, IBM.
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citizen information held by a government, it may be more appropriate to go for an 
internal cloud.

There are other cloud classifications, but they are generally based on combinations 
of the two we have seen here. Other widely used concepts are the hybrid cloud 
—which is simply a combination of public clouds and private clouds or internal 
systems— and the government cloud, which can be the government’s own private 
internal cloud (if only government departments have access to it) or an external 
public cloud (if it can be accessed by the public at large).

Moving to the cloud step by step

Based on its experience with a wide variety of customers, Accenture considers that 
there are three essential steps company information officers need to consider to 
make the most of the advantages today’s cloud has to offer117. The first step is to 
identify business areas that are suitable for the migration. As we have seen, these 
tend to be areas that are not critical from the business’s competitive position. For 
them there are cloud infrastructures such as Amazon EC2, which are mature 
enough, and which offer alternatives that compare favourably in terms of 
flexibility and economy to buying hardware. The second step is to identify the 
right users for the cloud applications; in other words, to decide which users’ 
productivity can be improved after migration. Instead of buying or renewing 
software licences for each person working in the company, identify those that can 
adapt best to cloud-based solutions. To do this, you will need to select solutions 
that match the type of work performed by these users. For example, people 
working in support centres and remote centres are good candidates for using cloud 
desktops. The third and last step Accenture recommends really consists of taking 
small steps towards creating an internal cloud; in other words, to continue 
improving the use of existing IT resources through virtualization and consolidation 
of data centres, eventually leading to the creation of an internal cloud.

Ron Markezich, Corporate Vice President of Microsoft Online and former CIO of 
Microsoft, also has a list of actions CIOs should take when adopting cloud 
computing118 which may add to Accenture’s suggestions:

n	 Study how cloud computing can integrate with the organisation’s IT 
architecture by taking advantage of the benefits of both environments. To do 
this, he recommends using cloud services for applications that do not offer 
competitive advantage.

n	 Prepare the organization and surrounding ecosystem (suppliers, customers, 
etc.) for the changes and benefits cloud computing will bring.

n	 Plan carefully for identity management so that integration with any cloud 
service is seamless for users. This means that when the company adopts a new 
cloud-based service, employees will be able to access it with the same user 
name and password as for other applications.

117 http://www.accenture.com/NR/
rdonlyres/F8D8819A-D047-4B1D-
8739-2CBE28695652/0/Accenture_
Technology_Labs_What_the_
Enterprise_Needs_to_Know_About_
Cloud_Computing.pdf.

118 http://www.microsoft.com/
Presspass/Features/2009/may09/05-
20RonMarzekichQA.mspx.
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n	 Choose which applications to start the migration with. Try to keep risk and 
implementation workload low at first but at the same time drive excitement for 
the new services among all employees. 

n	 Find a provider with credibility, capacity and a proven track-record. Get in 
touch with some of the provider’s other customers who have already adopted 
cloud computing.

As we saw at the beginning of this piece, the most important step should be to 
identify the first applications for migration, but how do you go about it? According 
to a study by Accenture119, there are a series of tasks and applications which by 
their nature are best suited to head the list. Candidates include batch applications, 
i.e. those that do not have to be run on line or in real time and which normally use 
times of low demand from other applications, for example, at night. The best 
applications are those that have a self-contained dataset and make intensive use 
of computer resources during running time. Examples of such applications include 
those used in data conversion, cleansing and mining, data compression and 
encryption, simulation and risk modelling, and graphics rendering.

Other tasks can benefit substantially from migration to the cloud are software 
development and testing, mainly in large companies. A cloud infrastructure is a 
more suitable platform for global projects, since it facilitates collaboration among 
teams working in multiple locations. In turn, because the project teams can obtain 
development resources on the fly, the cloud can help minimise the potential risks 
of delay. Test environments like those offered by SOASTA120, a provider of cloud 
test services, allow realistic load testing and performance simulations without 
requiring a high-cost infrastructure. However, not only software development but 
any of a large company’s R&D projects is a potential candidate for the cloud, 
because they are highly iterative and demand fast ramp-up and quick scale-up 
and down.

Desktop tools are also typical candidates for moving to the cloud. Companies often 
consider this possibility to save money on licences and to meet the demands of 
younger employees, who are used to social networking and expect the company to 
have management systems and services that allow on-line collaboration; they are 
also less concerned with the cloud’s security issues. However, Accenture 
recommends putting migration off until certain requirements are met, since 
desktop clouds are not yet mature enough for heavy use by users, mainly in 
common applications such as spreadsheets. As we have seen, employees at 
support centres and offshore centres are the best target for migrating business 
desktops.

The most suitable applications to be moved to the cloud will depend on the specific 
company, but an ever wider array of applications is becoming available. 
Illustration 21 shows examples of firms that have moved applications to the cloud 
for different business functions and activities.

119 http://www.accenture.com/Global/
Services/Accenture_Technology_
Labs/R_and_I/
ToKnowAboutCloudComputing.htm.

120 http://www.soasta.com/.
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At the same time, the cloud is suitable for applications that have peak load 
demands, essentially when they are predictable. Examples of predictable peak 
load demands include the IT systems at retailers during the sales season or 
airlines during the holiday period. In such cases, the cloud can be seen as an 
additional resource for coping with excess demand; it means that the company’s 
systems do not have to be designed to support peak capacity with resulting 
overcapacity the rest of the year round. However, when demand is unpredictable, 
as in the case of the securities market, peak load management becomes more 
complicated, and requires constant balancing of the resources obtained from 
in-house systems and external clouds. Software packages already exist to solve 
this problem, but they are not designed for widespread use. As these products 
mature, however, companies with this problem should be able to plan for their 
internal data centre capacities based on average demand instead of peak 
numbers.

As we have seen, companies should start by studying the viability of migrating 
these applications and projects, but there are a series of points that need to be 

Illustration 21. Examples of applications moved to the cloud.
Source: Salesforce, Peter Coffee.
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taken into consideration first. According to is4profit121, a portal that provides free 
information and advice to medium and small-sized firms, these are:

n	 The quality of the data to be transferred to the cloud.
n	 Parity between new data and old.
n	 The location of the cloud server.
n	 The bandwidth and reliability of the Internet connection, in terms of both 

upload and download speeds.
n	 Regulations that might affect the way customer data is handled.
n	 Whether existing PCs are suited to the new cloud system.
n	 How the company intends to adopt the cloud model: big bang (implementing 

all applications in one go) or as a phased approach.
n	 Scalability of the service.
n	 Training required by company staff.

The company should only start negotiating the availability and service of the 
Internet connection after it has decided what part of its business it plans to move 
to the cloud and the number of users that will be accessing these services. It is also 
important to take into account the potential impact for the company if the services 
it plans to migrate were to become unavailable. Telecom operators are particularly 
important in this regard and can act as intermediaries, helping firms to choose the 
best cloud provider and to manage the service level agreements between the two 
parties122.

The decision as to which IT services on in-house systems should be migrated to 
the cloud becomes easier as the range of cloud services matures. Until recently, it 
was limited to an overly standard list for the complex requirements of some 
businesses. Nor were companies particularly comfortable with the idea of data 
being handled outside their own secure borders. Price-wise, too, the limited use 
being made of these services meant that they were not cost-effective. With new 
offerings from cloud providers, companies now have a broad range of possibilities 
for moving to the cloud. They can choose between adopting IaaS services when 
the applications require high speed and large volumes (as in financial or 
engineering functions); PaaS services for rapid development and implementation 
of customised applications; or SaaS services for the business’s common automated 
functions. Thanks to these new models, computer systems are no longer a factor 
of competitive advantage for companies and it makes sense to centralise them in 
specialist providers. Much of the IT has been “commoditized”, becoming necessary, 
but not in itself sufficient, to keep up with other organisations. Promoting cloud 
computing allows firms to release talent from IT areas to develop key business 
elements, whereas keeping resources focused on “commoditized” technology takes 
time, money, staff and resources away from the real business. Illustration 22 
shows the level of difficulty of migrating the different applications of a company 
as opposed to the value of migration.

In previous sections we have seen that only a small number of the firms that have 
adopted cloud computing use a “pure cloud” model; most prefer a hybrid model 

121 http://www.is4profit.com/
business-advice/it-telecoms/
cloud-computing-considerations-for-
migration.html.

122 http://www.bnamericas.com/news/
telecomunicaciones/Firmas_del_
sector_podrian_ser_intermediarias_
en_evolucion_a_cloud_computing,_
segun_Yankee_Group.
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combining cloud and in-house systems. For the moment, this may be the most 
logical approach for large companies, who find it difficult to replace legacy 
systems (outdated systems which the company does not want to or cannot replace 
easily). Large corporations hold onto these systems in their in-house data centres 
until they are replaced by more modern ones. Critical applications can continue to 
be developed in the in-house data centres, but they should adhere to cloud 
computing standards. In this way, as the model matures, the in-house data centres 
will be transformed into internal clouds, which will maintain business-critical 
systems, while the other systems can be migrated to external clouds. At the same 
time, small and medium-sized enterprises, which lack large data centres, will use 
external clouds to handle nearly all their IT services.

Accenture believes that the systems departments of large organisations will 
continue to provide most of the IT services, especially those that enable the 
business’s essential functions. Nonetheless, they must accept that the relative size 

Illustration 22. Degree of difficulty of implementing cloud applications compared to the value of 
this implementation for the company.

Source: Accenture Technology Labs.
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of their staff and resources in the organisation will be cut as cloud computing is 
adopted. According to the Future Trends Forum experts, this department may 
become even more relevant than ever; however, instead of having large numbers 
of staff working on systems maintenance, there will be a smaller number of 
positions focusing on management and negotiation with cloud providers.

How does government migrate to the cloud?

As we have already seen when discussing the value of cloud computing for the 
public sector, the sensitivity of the data handled by this sector makes migration to 
the cloud more complicated. However, like private companies, cloud computing 
also holds out interesting opportunities for government. Governments need to 
plan a roadmap for cloud adoption that will address the criticality, confidentiality 
and privacy of the data being handled. Under this roadmap, the first data to be 
transferred should be public information that is accessible to the general public 
over the government’s websites. However, migration of non public information 
and personal data – subject to restrictive privacy laws– is not as intuitive and 
varies depending on the country in question. As we have seen in previous 
sections, some administrations, including the British and South Korean 
governments, are following different paths towards cloud adoption, but the very 
fact that they are taking the first steps in this direction is a very positive sign for 
the future of cloud computing.

In the case of government, the actual physical location of the data stored on a 
cloud provider’s servers is of vital importance. Loss of control over citizens’ 
information is a critical issue and may, on occasions, be restricted by national law. 
In order to relieve this problem, governments can follow a systematic process for 
studying ways of adopting the cloud for existing systems. As we have seen, the 
first step is to examine the possibility of moving public information that is already 
accessible to citizens over the web. Transferring this information to an external 
cloud provider may mean cutting costs in the short term, but the primary aim is 
for the government to become more familiar with the nature of the services on 
offer in the cloud. It will also need to examine all the data stored to detect any 
possible issues of privacy. However, this process need not be any different to those 
currently performed on in-house systems.

A second step consists of examining non-public data that does not contain 
personal information on citizens, to establish what data could be stored in the 
cloud. Not all data is equally critical. Once it has been sorted by criticality, it is 
necessary to weigh up the benefits and associated risks of migration. Examples of 
this type of data include national economic trends and accumulated population 
statistics. The third step is similar to the second one, but involves the personal 
data of citizens which is governed by more restrictive data protection legislation 
and therefore requires a more detailed study. Current legislation tends to require 
cloud providers to offer very high levels of reliability and security in ensuring data 
location. Maintaining that level of control over the cloud can impact the benefits it 
offers, since it does not allow providers to achieve the economies of scale on which 
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their value proposition is based. With existing cloud services, the only feasible 
option appears to be the private cloud, be it internal or external.

Yet to what type of cloud should governments migrate data? Because cloud 
services face similar challenges to other types of shared service, their success or 
failure will depend more on the model of the government than on technical 
aspects of the solution. Given the many security and location requirements 
imposed in developed countries, the hybrid cloud is a reasonable alternative for 
adopting cloud computing. The private part of this hybrid cloud allows the 
administration to keep a strong control over the data, even if they do not achieve 
the same level of potential cost savings as public clouds. The most security-
sensitive data can be kept on internal clouds, while other data can be stored on 
private clouds managed by external providers. The public part will essentially 
consist of information that is freely available to the public, either over the Internet 
or through other media.

As we have seen, governments also have another option for their cloud migration 
strategy: they can create their own “government cloud”. If the government plans 
to transfer a large mass of data to the cloud –either by migrating the information 
from various departments or from an entire jurisdiction– the best option may be to 
create a government cloud, which could be based in the government’s own data 
centres or in external cloud providers, but both types must meet strict location and 
security requirements. In the case of the external providers, these requirements 
will be ensured by means of service level agreements, for which the government 
will have to negotiate issues such as the territory in which the data is located, 
maximum system down times, response times to problems and the minimum 
requirements for keeping auditing and security records. For introducing new 
information systems, the British government’s new bill is an example to be 
followed123. CIOs of public administrations will have to ensure that the new 
systems use a model that enables a similar level of scalability to cloud computing 
to facilitate subsequent migration to the cloud. To do this they will have to use 
virtualization models or directly use the services offered by providers.

The factors that need to be taken into account when defining a strategy for 
migration to the cloud in developing countries are different to those of developed 
countries. Developing countries should consider the public cloud as their first 
option, since they tend to lack suitable conditions for keeping a private cloud in 
their own country. Frequent power cuts and unreliable Internet connections in 
these regions tip the scales towards external clouds, which are generally located in 
countries with high levels of infrastructure reliability. Data protection legislation is 
not as strict and crime rates are higher, which means that the risks inherent to 
delocalisation in external clouds are offset by the security and privacy risks of a 
cloud installed inside the country itself.

123 http://news.zdnet.co.uk/ 
itmanagement/0,1000000308, 
39664705,00.htm.
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5.3. What’s written in the clouds: the educational, environmental and 
social impact

Even if we are not always aware of it, cloud computing is a constant presence in 
our society. Check your hotmail, run a search on Google... and you’re actually 
using the cloud. Yet cloud computing is not just a question of improving the 
effectiveness of services that were already available on the Internet; its impact 
on society goes far deeper. Access to information anywhere and anytime is 
transforming our society and consumers have been quick to share that 
information and collaborate with each other at no apparent financial benefit to 
themselves. This feature of the information society was already apparent before 
the whole cloud computing concept emerged, with projects such as SETI@home, 
a program for searching for extraterrestrial intelligence developed by Berkeley 
University which, from 1999, has been using surplus computing capacity on 
volunteers’ computers124. However, cloud computing and social networks are 
facilitating collaboration and communication to limits that would have been 
inconceivable just a few years ago.

With the proliferation of the cloud, the information balance is moving towards 
the user, who now has more and more access to a greater amount of information 
formerly available only to business and government. As a result, governments 
are beginning to tap into citizen collaboration to perform certain tasks, leading 
to a phenomenon known as crowdsourcing. The other side of the coin is the 
cloud’s potential to impact the very foundations of society — and especially 
education. Cloud computing is making headway in universities, with backing 
from cloud providers. The greatest academic potential of the cloud lies in its 
capacity to facilitate distance learning and research. Cloud computing is also 
relevant to another basis of today’s society, the sustainability of the environment 
in which it operates. Concentration of demand in data centres has a major 
environmental impact and the cloud is proving to be a more energy-efficient 
model of IT.

Education in the cloud

Whereas Internet first arose in the government and academic arena, the roots of 
cloud computing can be traced back to the private sector and it has evolved outside 
the educational context. However, the lack of cloud computing industry standards 
gives the academic community an opportunity to offer advice, tools and techniques 
independently and impartially. The cloud is gradually finding its way into 
universities, with institutions of the standing of Harvard now offering specific 
courses on the subject125. For some time now, cloud providers, aware of the potential 
of this group, have been directing their efforts towards the academic world. In 2007, 
Google and IBM came together to offer universities the resources and support they 
needed to develop an educational curriculum on software development in large-scale 
distributed computing systems126. The project, which is still underway, includes 
specific contents designed by Google and the University of Washington127. Many 
prestigious universities have joined the programme, including the University of 

124 http://www.planetary.org/
programs/projects/innovative_
technologies/setiathome/.

125 http://www.extension.harvard.edu/
courses/csci.jsp#e-175.

126 http://www.pcworld.com/
businesscenter/article/138195/
google_ibm_promote_cloud_
computing.html.

127 http://code.google.com/edu/
parallel/index.html#content.
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Washington, the Carnegie Mellon University and the Massachusetts Institute of 
Technology (MIT)128.

The cloud may have found a place in education, but the syllabuses are still mainly 
focusing on technical aspects of cloud computing. As we have seen in other 
sections of this report, however, a change is anticipated in the functions of 
company IT departments, creating a demand for profiles centring more on 
systems management, innovation and relations with providers. Is it not 
reasonable, then, to expect an equivalent change in university curricula? FTF 
experts are not convinced. Asked about the impact of cloud computing on 
university curricula, 50% thought it would have a large impact, resulting in a 
reorientation of the educational offering with a greater number of courses on 
cloud computing. On the other hand, only 22% of experts thought that it would 
usher in curricula that were more focused on systems management and less on 
technical aspects (see Illustration 23).

Given what we have seen so far, we might ask the reason for this apparent 
contradiction between an increased demand from corporate IT departments for 
candidates with management skills and university curricula that continue to focus 
on technical aspects? When it comes to cloud computing, the education sector is 
following the path marked by private industry, with the result that it is business 
that is promoting cloud computing in universities. So far, it has been the cloud 
providers, as the leading potential beneficiaries, who have worked hardest to have 
cloud computing included on academic programs. However, their interest and their 
focus are largely restricted to technical aspects. The companies with most to gain 
from a systems management approach are the cloud users and for the moment, 
they are still studying the impact the cloud will have on the way they operate. In 

128 http://www.cloudbook.net/
ibm-google.

Illustration 23. Opinion of Future Trends Forum experts as to the impact of cloud computing on 
different areas (1=no impact, 5=very strong impact)

Source: authors.
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the short term, such companies are unlikely to devote part of their resources to 
developing this subject at university level while they still have doubts as to the 
internal impact it will have and thus the sort of talent they are going to need. 

However, the impact of cloud computing in the academic area is not limited to a 
change in the educational offer; benefits such as cost reduction and greater 
flexibility will mean that its effects will be similar to those anticipated in business. 
One of the core principles of any education system is learning through 
experimentation. It is natural, then, that schools should want to experiment with 
different types of applications and platforms. In a traditional software system, this 
is costly and difficult to achieve. Cloud computing offers much greater flexibility to 
experiment with new applications and platforms. 

And if we look at differences between countries, the low cost of cloud computing, 
combined with its universal availability can help level the international playing field 
in the area of education. Now not only is it possible to develop a single national 
curriculum for all schools in a country; cloud computing now makes it possible to 
offer all students, from the United States to Africa, the same experience in 
education. Plans to deliver 250,000 laptop computers to schoolteachers in Ethiopia 
are an example of the opportunities the cloud holds out for developing countries129. 
The aim of the project is to distribute laptop computers that run on Microsoft’s cloud 
platform, Azure. The computers will enable teachers to download curriculum, keep 
track of academic records and securely transfer student data, without having to 
build a support system of hardware and software to connect them.

It is also true that in many countries, there are areas without coverage, which 
means that entire populations have no access to the Internet. In addition, the most 
underprivileged sectors of the population may be left out of the new forms of 
education if they do not get a chance to access a computer. Fortunately, advances 
in cloud computing and device connectivity, together with a reduction in the cost 
of hardware allow initiatives such as One Laptop per Child130 and the University of 
the People131. The University of the People allows people around the world to 
receive an on-line university education practically free of charge and it is cloud 
computing that has made it possible. 

Clearly, technological advances are changing the education system as we know it. 
The cloud can act as a facilitator for developing classroom telepresence and 
distance learning, as demonstrated by the imminent adoption of the cloud by the 
Open University132, Europe’s leading distance university. The FTF experts all 
agreed that it will have an impact on distance learning at the expense of one-to-
one education and 45% considered that the impact would be high or very high 
(see Illustration 24). The cloud offers students access to systems from any device 
anytime and anywhere, storing files and applications in a shared repository. This 
system lends itself to student participation and collaboration, essential attributes 
in a new society characterised by a proliferation in social networks and team work. 
It may still be difficult to imagine a student from a small African village attending 
classes at Harvard over a computer or a mobile phone, but cloud computing is 

129 http://seattletimes.nwsource.com/
html/microsoft/2009458942_
microsoftazure13.html.

130 http://olpc.com/.

131 http://www.uopeople.org/.

132 http://news.zdnet.co.uk/
internet/0,1000000097,39857569,00.
htm.
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enabling a proliferation of distance universities in developing countries, offering 
citizens access to an education which they could never previously have had, with 
resources that are comparable to those of the large universities, without the need 
to maintain large infrastructures.

University research departments may also benefit from this model. Scientific 
research requires a large volume of computer resources on an intermittent basis. 
The ability to scale up resources at certain times based on a pay-per-use system 
could offer cost savings and make it easier for researchers to develop their 
projects. Cloud computing improves systems efficiency, helping scientists to obtain 
results quickly. However, the cloud also levels out the research resources of 
different universities: all that is required is a reliable Internet connection to obtain 
major computing capacities anywhere in the world. The proliferation of mobile 
communications and cloud computing is enabling education centres in developing 
countries to replicate complex computing centres even if they do not have stable 
power infrastructures. A laptop computer with a battery, a generator and wireless 
Internet access over the mobile communications system are enough to reproduce a 
computing system with the capacity of the best university in the world.

Is the cloud really ecological?

Sustainability and climate change are the burning topics of the day. The spotlight 
is on all areas of industry and business to see how they perform in this area and 
cloud computing is no exception. Not only does it have to prove its benefits for 
business and the general public, it also has to justify its contribution to global 
sustainability.

The chief argument used in favour of cloud computing relates to the use of 
servers and the power consumption per server. In a traditional computing 
environment, each server is dedicated to a set of applications and operates in 
isolation from one another. Each one is sized to cope with peak load demands on 

Illustration 24. Opinion of Future Trends Forum experts on the impact of cloud computing in 
distance education at the expense of one-to-one education (1=no impact, 5=very strong impact)

Source: authors.
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its applications, which means that there is a lot of unused capacity during 
periods of low demand. As a result, server usage tends to average between 5% 
and 20%133, although they consume energy throughout operation, however little 
use is made of them. Thanks to virtualization, all applications share the server 
set, thus increasing utilisation. Total server capacity is calculated on the basis of 
anticipated demand from the total number of applications. Since the demand for 
each one is not distributed evenly over time, it can be assumed that load peaks 
of some applications will be offset by off-peak times in others. As a result, the 
total capacity required by all the servers is less than if they were planned in 
isolation, thus increasing usage, cutting the number of servers needed and 
reducing the power consumed.

Statistically, as the number of applications sharing the servers rises, the 
likelihood of peak load demand being compensated by off-peaks also rises, 
which means that greater use can be made of the equipment. Big companies can 
achieve high utilization rates, since they generally run large numbers of 
applications. Small businesses, on the other hand, cannot attain these levels and 
this is where cloud computing comes into its element. Demand aggregation 
allows providers such as Google and Amazon to operate at high utilization rates 
because they know that –statistically– not all users will be using the service at 
the same time, especially when the demand comes from different countries in 
very different time zones. This makes it possible to reduce the total number of 
servers required and, thus, the power consumption. This is the chief argument 
for the sustainability of cloud computing, but to test it out, figures on real 
utilization are needed and, for the moment, the large cloud providers are not 
prepared to disclose this information134.

However, not all experts agree that cloud computing is so green. Its detractors 
claim that ultimately it does not reduce, but actually encourages, energy 
consumption. Their argument is based on the idea that access to computer 
resources without the need for large investments levels the playing field and 
encourages new actors onto the stage. These new actors, mainly small firms and 
individual users, use resources that were previously out of their reach. In this way, 
although utilization per server rises with demand concentration, ease of access to 
the resources pushes the demand far higher than it was before cloud computing 
made an appearance. Although this argument is well grounded, the benefits a 
cloud model can bring to a lower-income population appear to tip the scales of 
sustainability clearly in its favour.

Another important feature of the impact of cloud computing for the 
environment involves the centralisation of servers, a characteristic of this new 
technological management model. The servers are located in large data 
processing centres that consume immense quantities of energy. Altogether, 
these centres are estimated to consume between 1 and 2 percent of global 
electricity, or more than the total power consumption of a country like 
Sweden135. Google estimates that each query on its search engine generates 0.2 
grams of CO2. As a result, it has created its own power subsidiary, Google 
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134 http://www.elasticvapor.
com/2009/12/is-cloud-computing-
actually.html.

135 http://www.nytimes.
com/2009/06/14/magazine/14search-t.
html?_r=3&ref=magazine&pagewant
ed=all.

http://en.sap.info/virtualized-servers-save-real-money/2804
http://en.sap.info/virtualized-servers-save-real-money/2804
http://www.elasticvapor.com/2009/12/is-cloud-computing-actually.html
http://www.elasticvapor.com/2009/12/is-cloud-computing-actually.html
http://www.elasticvapor.com/2009/12/is-cloud-computing-actually.html
http://www.nytimes.com/2009/06/14/magazine/14search-t.html?_r=3&ref=magazine&pagewanted=all
http://www.nytimes.com/2009/06/14/magazine/14search-t.html?_r=3&ref=magazine&pagewanted=all
http://www.nytimes.com/2009/06/14/magazine/14search-t.html?_r=3&ref=magazine&pagewanted=all
http://www.nytimes.com/2009/06/14/magazine/14search-t.html?_r=3&ref=magazine&pagewanted=all


The world online: demand for cloud services

© 2010 Fundación de la Innovación Bankinter. All rights reserved. 97

Energy136, to help it achieve carbon neutrality. Through this subsidiary, Google 
can buy and sell energy and thus manage better its energy resources and have 
greater access to renewable energy. What is the reason for this disproportionate 
energy consumption? It is partly due to the energy requirements of the servers 
themselves, but this amount accounts for less than half the power consumed; 
the rest is almost entirely used for cooling the data centres. The efficiency of 
the servers depends to a great extent on the temperature; accumulation of the 
equipment produces large amounts of heat, necessitating constant cooling to 
ensure that it performs correctly. The Finnish government wants to put this to 
work by creating a data centre under one of the most famous cathedrals in 
Helsinki and connecting the cooling system to its water mains to heat 
surrounding homes137. Indeed, large data centres can be used as thermal power 
stations, harnessing the heat energy wasted in data centres and thus improving 
their energy efficiency.

Computing in traditional data centres is one of the least energy-efficient processes. 
Of the power supplied from the grid, approximately 55% is used to cool the 
equipment, with just 45% actually going to power the servers. And of this 45%, 
nearly two thirds is dissipated in the form of heat, which means that of all the 
electricity supplied to the data centre, only 13.5% is used to generate effective 
computing capacity (see Illustration 25). If we include distribution of the energy 
by the power grid, the effective percentage of energy actually used falls to around 
3%. With the improvements in server utilization that cloud computing permits, 
80% of that 3% of effective energy is used. The potential improvement in the 
efficiency of the rest of the process is much greater, given that it represents 97% of 
the power generated at source. As a result, large cloud providers are designing 
innovative systems to reduce energy consumption in this part of the process. 
Among the most active in this field is Google, which has designed a data centre in 
Belgium that has no chillers, but instead relies entirely upon free air cooling to 
keep its servers cool138. Google says temperature conditions in the region will 
support free cooling almost all the year round, except, according to its engineers, 
for about seven days per year on average. When the outside temperature does get 
too hot, Google will switch off the servers and transfer the computing workload to 
other centres. For this purpose, it will incorporate weather forecasting into its data 
centre management model. Yahoo is building a data centre in Lockport, New York, 
based on a similar concept139. Like Google’s, this data centre - which Yahoo says is 
based on chicken coops -will have no chillers and will use the winds in the Buffalo 
area to cool the data centre.

These innovative data centres have led some experts to speculate about the 
concept of “following the moon”, whereby large cloud providers would have a 
string of data centres dotted around the world and would constantly move the 
computing load to areas where it is night-time. Not only would they benefit from 
lower temperatures, they could also avail of lower electricity rates at off-peak 
times140. There are doubts as to whether the “follow the moon” model is 
compatible with cloud computing141, but this has not prevented people from 
suggesting other models based on the same logic, such as “follow-the-sun”, 

136 http://cleanenergysector.
com/2010/02/google-can-now-buy-
sell-energy-what-next/.

137 http://www.reuters.com/article/
idUSTRE5AT01220091130.

138 http://www.computerworld.com.au/
article/311616/google_banks_data_
centre_no_
chillers/?fp=4194304&fpid=1.

139 http://news.techworld.com/
operating-systems/118682/
yahoo-invents-chicken-coop-data-
centre-design/.

140 http://ecoinsite.com/2009/07/
follow-the-moon-computing-strategy.
html.

141 http://blog.componentoriented.
com/2009/09/follow-the-moon-
architecture/.
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Illustration 25. The process of transforming power into computing capacity.
Source: “The Social Factor: Innovate, Ignite, and Win through Mass Collaboration and Social Networking”, Maria Azua, IBM Press.
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“follow-the-wind” and “follow-the-kilowatt”142. Cloud providers are working 
constantly to come up with ideas to reduce energy consumption. Google recently 
filed a patent for what it calls a “water-based data center”143. This consists of a 
power generator that would obtain electricity from sea waves and coolers that 
would use sea water to cool the servers, bringing Google another step closer to 
its target of being carbon neutral.

Nobody can deny that computing has an environmental impact. The increase in 
the number of online queries on search engines and the proliferation of on-line 
services have obliged large cloud providers to increase the number of servers and 
open new data centres, with a resulting rise in power consumption. However, the 
growth in computing needs is not a result of cloud computing, but of the 
information society towards which the world has been evolving ever since the 
Internet first began to take off. In this context, the cloud is a more ecological 
alternative for the development of this society, since it uses energy more 
efficiently.

The Crowd in the Cloud

The proliferation of the cloud, together with the development of mobile devices, is 
spawning a significant change in the way society lives and works. People store 
their information on the cloud, from where they can access it anywhere and 

142 http://www.vertatique.com/
cloud-computing-starting-follow-
sunwindmoon.

143 http://appft1.uspto.gov/netacgi/
nph-Parser?Sect1=PTO1&Sect2=HITO
FF&d=PG01&p=1&u=/netahtml/PTO/
srchnum.html&r=1&f=G&l=50&s1=%2
220080209234%22.PGNR.&OS=DN/20
080209234&RS=DN/20080209234.
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anytime via devices such as netbooks and iPhones. Cloud computing has 
transformed the concept of the Internet, previously just a means of connecting 
computers to obtain information posted on websites. In this new situation, the 
Internet is like a huge computer that stores and processes people’s data, which 
they access through peripherals consisting not of a screen, keyboard and mouse, 
but of smartphones, netbooks, laptops, etc. This universal access to information is 
not only changing the way we live and work; it is also having a profound impact 
on the way we think, behave and interact. Every day, we use cloud-based 
applications and services, though on occasions we are not even aware we are 
doing so (see Illustration 26).

The cloud has freed us from being tied to a given place and a given device. The 
data floats in the cloud without the user having to worry about where it is 
physically located; the information is everywhere, where and when it is needed. 
Cloud computing and mobile devices are transforming our concept of space and 
time, and at the same time the way we interact with people, places and things. 
Restrictions of space and time are being cut even further than they were with the 
coming of e-mail and the Internet. The data travels with us and we are connected 
to people all the time. We are now much more aware of what is happening around 
us. You can know what the person sitting next to you and his friends are thinking, 
or you can find out what your childhood friend is planning to do tomorrow, even if 
she lives on the other side of the world. And by means of a simple query, you can 
even get a list of all the restaurants within a hundred metres of your current 
location.

Illustration 26. User applications of user offered from the cloud.
Source: own preparation.
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Cloud computing and mobile devices have brought down the barriers to participation 
and collaboration, and this to a great extent has contributed to the proliferation of 
social networking. This is a new society characterised by user-to-user activity, in which 
participants share information on global forums. The result is a fundamental shift in 
the way people make decisions; increasingly they are relying on information posted 
on-line by Net users rather than the information provided by governments or 
businesses. The cloud breaks down the barriers to contents –art, expression, opinions 
and information of all types– which are growing exponentially and are becoming 
accessible to an ever wider audience. Whereas previously, contents mostly came from 
known channels, such as text books, encyclopaedias, newspapers and television, today 
most content comes from relatively unknown Internet sources. However, the Web is not 
an encyclopaedia with less reliable information; it is a place to post content and 
interact with it. People are no longer content just to reference or copy information; they 
want to interact with it. Individuals of any age can influence world opinion, making it 
simpler to contribute as individuals or groups to global art, information and opinion. 

And this democratisation of computing is precisely one of the key features of the cloud. 
Users from anywhere in the world with Internet access can get hold of practically 
unlimited computing resources, develop products and make them accessible to 
audiences which, until recently, stood outside their reach. The music industry is a clear 
example. The large record companies are interested in musical styles with large 
audiences, in order to offset their vast marketing and advertising costs. However, new 
groups can access new market niches with little Investment in resources; all they need 
to do is post their videos on YouTube or MySpace and hope that the users’ opinions will 
reach the necessary audiences. The story of a young engineering student in Nairobi, 
Kenya, is another example of the possibilities of cloud computing in developing 
countries144. Despite the fact that he did not have an iPhone, or even access to the 
iPhone service (the iPhone doesn’t work in Nairobi), Wilfred Mworia developed an app 
for the device over the Net using an iPhone simulator. As he says himself, “Even if I 
don’t have an iPhone, I can still have a world market for my work”.

Google predicts that most of the great innovations in business applications over the 
next ten years will take place in the cloud145. It bases this prediction on four key 
trends in society and business. The first is that innovations in usability, reliability 
and security are coming directly from consumers, and they are moving to the cloud. 
The second trend is that the contemporary world is based increasingly on 
collaboration and social relations, with priority being given to team productivity 
over individual productivity. Cloud computing is seen as a facilitator for this trend. 
The third trend is the change in the economics of IT, with users now having access 
to resources at very competitive prices, or even for free. In order to be competitive, 
businesses must be capable of ensuring those same levels of resources. And finally, 
the fourth trend is the fall in barriers to entry represented by connectivity, 
reliability and security, as a result of the development of cloud computing, which 
will encourage innovation among companies in that environment.

One particular feature of the new society is that the great majority of user-developed 
contents and applications are offered free of charge with no incentive for developers 

144 http://www.nytimes.
com/2008/07/20/business/
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145 http://www.informationweek.com/
cloud-computing/blog/
archives/2008/06/the_four_trends.
html.
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apart from their desire to share. This willingness to generate and distribute products 
means that they reach the end user at no cost. Music, news, opinion, recipes, etc. In 
all these areas, user-shared contents are threatening established businesses. 
Examples include the growth of unknown bands in MySpace, the pressure suffered 
by newspapers and the closure of Gourmet magazine and other cooking 
publications. Communication amongst users is increasing consumers’ expectations 
from firms, reducing their capacity to create or control the market, and it is also 
changing pricing models in a wide variety of industries. It’s not all bad news for 
business, though: cloud computing offers many more opportunities to connect with 
users and consumers, leading to the emergence of new business models. 
Innocentive is one good example146. The company acts as a problem solving portal, 
using crowdsourcing. Organisations in search of a solution – or seekers as they are 
known– post their problem on the Innocentive website, which is accessible to a 
community of users –or solvers–. The users offer solutions to the problem and the 
best one receives a “reward”. In this way, Innocentive can offer companies 
innovative solutions, by tapping into a diverse community of solvers who are not 
conditioned by the policies and environments that surround the seekers.

At the same time, large cloud providers will have a chance to level the playing field 
for citizens in developing countries, by encouraging use of the cloud with 
competitive prices or free services. The way they do this may consist of reaching 
agreements with governments in these countries or through proposals such as 
WasteNothing.org., which offers the large cloud providers the possibility of donating 
surplus computing capacity to non governmental organisations 147. However, there is 
no doubt that the large providers have a chance to help development in the neediest 
countries, and in the long term, of even giving them a competitive edge.

The Haiti earthquake on 12 January 2010 is another example of the sort of service 
cloud computing can offer, in this case helping save lives in critical situations or 
natural catastrophes148. Thanks to the widespread use of basic mobile telephony 
among Haitians and the relative speed with which a temporary telephone system 
could be got working, a service was set up to receive text messages asking for 
help. Through cloud computing, the messages received from the population we 
rerouted to a team outside the country, which had been brought together through 
crowdsourcing: and cloud technologies. This team took charge of translating the 
messages into English and sorting them. The messages, together with the 
coordinates and phone numbers taken from the cell locations, were sent back to 
people working on the ground in Haiti, enabling them to locate earthquake 
victims. At the same time, Google developed a cloud service to centralise the 
information available on people affected by the earthquake. This allowed 
information on people affected or missing to be supplied and obtained based on 
their first and last names149. As well as other uses for help on the island, this 
information gave family and friends specific details of the people affected. As 
these examples demonstrate, even if certain aspects of the cloud, such as 
flexibility and time-to-market, tend to be highlighted because of their advantages 
for business, the cloud can also have a major impact on humanitarian aid and in 
society at large.

146 http://www.innocentive.com/.
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Cloud computing is an ever more tangible reality. As society evolves towards 
greater mobility, demanding to be able to access information from anywhere in 
the world, it will be increasingly attracted by services offered on the cloud. It is 
precisely in the services sector—where information management and dealings 
with clients are essential—that the greatest benefits can be gained from new 
advances in cloud computing. The cloud may therefore have a very important 
impact on the Spanish economy, which is so firmly grounded on the services 
sector, accounting as it does for 50% of GDP and 43% of all jobs, according to the 
latest figure from the Spanish Statistics Institute (Instituto Nacional de 
Estadística, INE)150. There is, however, another feature of the Spanish business 
world that makes it ideally placed for adopting the cloud. As we have seen in 
previous sections, cloud computing is of particular interest for SMEs. Small 
companies do not have the necessary resources to invest in large data 
infrastructures; the cloud, on the other hand, gives them a chance to catch up 
with larger companies in terms of technological capacity. DIRCE, the INE’s 
Central Companies Directory, listed 3,355,830 active companies in Spain at 1 
January 2009151. Of these, only 5,375 had 200 or more salaried employees, 
meaning that over 99.84% of the firms were SMEs. This makes Spain as a whole 
a major potential user of cloud services. Yet SMEs are not the only companies 
that might be interested. The economic crisis is also having an impact on larger 
corporations, which are currently seeing restrictions being placed on their 
investments in technology, and this might just tip the scales towards the use of 
cloud services.

Spain could also be an attractive location for hosting the elements needed to 
offer cloud services to other geographical areas. A study published by Gartner, a 
leading IT research and consultancy service, places Spain among the top thirty 
locations for hosting offshore services152. Among the country’s main attractions 
as a delivery centre, Gartner lists its cost advantages over countries in northern 
and western Europe, a good command of foreign languages, good IT and 
transport infrastructures and strong ties with Latin America153. Some firms, such 
as Accenture, have already selected Spain as a delivery centre154; however, when 
it comes to locating data centres, large cloud providers also factor in other 
criteria in which Spain does not rank as well, such as a climate with moderate 
or cold temperatures and easy access to clean, inexpensive energy. According to 
Michael Manos, Microsoft’s senior director of data centre services, his company 
uses more than 35 different factors to select the location of their data 
processing centres; based on these criteria, they draw up a coloured map of the 
globe, which allows them to identify suitable locations for siting their large 
centres155.

For the moment, Spain would not seem to be an attractive location for large 
cloud providers, judging by the fact that two of the world’s most global firms, 
Google156 and Amazon157, have no data centres on Spanish soil. Nonetheless, the 
country is proving to be a breeding ground for innovative companies providing 
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services to users over the net, either using cloud technologies or directly offering 
cloud services. EyeOS is an example of these new firms. The free, open code 
eyeOS system, allows users to create a strong cloud desktop, which can be 
accessed from any device via a browser. It also has a simple platform for 
developing customised applications on this desktop. Tuenti is another clear 
example. Set up in 2006, the company developed a social network targeted at 
Spanish youth which has grown into the largest competitor to Facebook in the 
country.

However, the cloud environment in Spain will not only be marked by these small 
firms; the way the large companies position themselves will have a major impact 
on the way it develops too. Telefónica, Spain’s leading telecommunications 
operator, recently went into partnership with NEC to offer cloud services in Latin 
America, in a move that clearly reflects its desire to become a serious competitor 
on the cloud market158. Its dominant position in Spanish access infrastructures 
makes Telefónica a serious threat to large cloud providers. The fact that is has 
presented a new interface to improve cloud interoperability and its integration 
with the communications networks shows that it is keen to capitalise on this 
position159. Another area that needs to be considered is the future of computing in 
large financial institutions. Banks such as Banco Santander, BBVA and Banco 
Sabadell have large processing centres for managing all their systems and 
applications. The trend towards virtualization of their servers160 is turning these 
large centres into private clouds and as they gain experience in managing them, 
they might venture to set up as cloud providers, creating spin-offs to manage their 
data centres.

IDC España, a technological market research firm, predicted that the crisis and 
fall in GDP in 2009 would speed up the consolidation, virtualization and 
automation of data centres, arguing that this would lead to greater outsourcing 
of these services161. In 2010 cloud computing is already one of its ten main 
market trends in ICTs162. However, to judge from the result of a survey by CA163, 
cloud computing has not won over many Spanish companies. Eighty-six percent 
of firms surveyed said they were undecided as to the future of the cloud. This 
contrasts with certain features of the Spanish market—some of which we have 
already touched on—which make cloud computing a particularly attractive model 
for the country.

The effect of the cloud on the services sector 

The first most important feature of the Spanish market is the predominance of the 
services sector. Of all sectors, this is the one best positioned to lead the migration 
to the cloud; it is made up of businesses whose chief asset are people, with no 
complex supply chains and physical assets requiring on-site management systems 
(like factories and department stores). This should make them more flexible when 
it comes to capturing new business opportunities, since they care more capable of 
redefining their processes and even the limits of the company as market 
conditions change. To do this, the companies focus on the activities that set them 
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apart, with a view to serving clients, turning to external experts for their other 
activities. As a result, services companies are now beginning to consider using 
experts to manage infrastructures, applications and software—all tasks that can be 
delegated to cloud service providers.

Within the services sector, one of the areas most affected by the economic 
recession is the financial sector, particularly savings banks. There is increasing 
debate on the inefficient management of these institutions and the need for 
mergers to reduce the number of organisations. Mergers are complex processes 
not only because of the human aspect of integrating two different management 
models different, but also because of the typical differences in computer models. 
Nonetheless, these processes hold out opportunities for adopting cloud-based 
services. The banks will have to review their different computer systems in 
detail before merging; this represents a unique opportunity to define a strategy 
of adopting cloud computing that could transform the current processing centres 
into private clouds and identify the information and computing resources that 
might be moved to public clouds. However, in order for this to be possible, the IT 
managers of the savings banks must know what opportunities cloud computing 
offers; it will be up to the large cloud providers to enlighten them. In this regard, 
Microsoft seems to be taking the lead, presenting the benefits of its cloud 
services at the Ninth Microsoft Savings Banks Forum164. At the same time, the 
large Spanish banks are looking for opportunities to expand their international 
business by acquiring assets in other organisations (an example is the rival bids 
for the UK offices of Royal Bank of Scotland by Banco Santander and BBVA 165). 
Virtualization is an established technology in these organisations, but these 
acquisitions represent an opportunity to make the most of the cloud’s 
advantages.

A similar process of consolidation to that of the savings banks is also taking 
place in the media, particularly in television. With the coming of TDT (terrestrial 
digital television) and a consequent mushrooming in the number of channels 
available, existing channels are suffering a drop in advertising revenue and are 
currently involved in a restructuring process. New business models tend to 
reduce staff costs by replacing permanent in-house staff with external 
collaborators. As a result, many journalists are now working free-lance, with no 
access to the major information sources and technological tools available to 
them at the communication groups. These free-lancers are calling for greater 
access to the large groups’ information166, and adopting the cloud is seen as a 
way of solving this problem. Using cloud services, the information could be 
made be available from any terminal; free-lance journalists could therefore 
access it from their own computers or mobile phones. In this model, the 
communication groups would administer each collaborator’s access permits and 
would be able to control the information each journalist accessed, depending on 
the type of collaboration.

164 http://www.consultoras.org/
frontend/aec/Cloud-En-Las-Cajas-De-
Ahorro-vn11850-vst778.

165 http://www.expansion.
com/2010/03/29/opinion/llave-
online/1269890745.html.

166 http://www.consultoras.org/
frontend/aec/Los-Periodistas-
Reclaman-Mayor-Acceso-A-La-
Informacion-Y-A-Soluciones-
Tecnologicas-Especificas-Para-
vn11454-vst778.
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Cloud computing will have an uneven effect on telecommunications, but the 
trend set by Telefónica gives an idea of the road the main operators may take. 
As Internet access providers, they have a direct contact with the client and are 
in a privileged position to offer specialist cloud services. From a simple phone 
line to television, the range of offerings has evolved as competition has 
increased and revenue from established services has fallen. Cloud services 
represent the next stage in the difficult race between operators, who will need to 
evolve apace with the technology. Competing against the large cloud providers 
will be no easy task, but operators will be able to integrate their offerings with 
phone, broad band and television services. This will help them overcome users’ 
reluctance to join the cloud by using a known image, recognised and trusted by 
the customer. 

As for the services sector, tourism is undoubtedly a basic lever for the Spanish 
economy. This is a much more fragmented industry, containing as it does large 
chains, such as the NH and AC hotel groups, and a host of individual businesses, 
such as small hotels, restaurants and camp sites. Cloud computing is attractive at 
both ends of the scale, but particularly for small businesses. They will be able to 
access computing capacities that will enable them to manage information better 
and offer customers the same quality on-line services as large hotel chains. 
However, the cloud may have an even greater impact on the industry, by 
simplifying the possibility of sharing information between travel agencies and end 
destinations. This will encourage greater specialisation in the industry, with a 
model in which the agencies are responsible for engaging clients, while catering 
establishments and accommodations focus their efforts on the client’s experience 
and satisfaction.

The cloud and Spanish companies

The second noteworthy feature of the Spanish market is the predominance of 
SMEs in the industrial sphere. As we saw in the section on “The 
democratisation of IT for SMEs and start ups”, it is these companies that stand 
to benefit most from cloud services and a review of INE statistics shows the 
potential market for cloud providers. As Illustration 27 shows, Spain has a very 
high rate of access to the Internet (96.2%) and mobile phones (90.9%) among 
SMEs, making them good potential consumers of cloud services167. Although 
e-mail is used in the vast majority of firms and nearly two thirds have their 
own website, the use of other electronic services is not very widespread: three 
quarters of all firms lack a customer relationship management (CRM) 
application and only 14.2% share electronic information with other members of 
the value chain. These statistics are encouraging for cloud providers; with the 
right strategy of communicating the benefits of the cloud, they could easily 
gain access to this emerging market.

167 The percentages shown in the 
illustration include large companies. 
However, the results can be 
extrapolated to SMEs, since they 
represent 99.84% of all businesses. 
The percentages marked as services 
do not include food and beverage 
companies, financial institutions, 
public administration, defence and 
social security.
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A survey by Sage, a company specialising in developing management software for 
small and medium-sized enterprises, reflects the current situation among Spanish 
SMEs. This study, entitled Radiografía de la pyme 2010168, shows the results of a 
survey of nearly 8,000 SMEs and free-lance workers on the use of management 
software. The results show that only 32% of the firms surveyed acquired computer 
applications during 2009 and, of these, the great majority (68%) invested in 
management software (see Illustration 28).

The same study shows that nearly two thirds of those surveyed considered the 
lack of funding to be the main barrier for setting up a company. Despite the fact 
that 56% said they were interested in accessing their data over the net, these 
problems of funding tended to limit their investments in IT. Here again, there is 
an opportunity for cloud providers, who can provide these services on a “pay-per-
use” basis, freeing the firms from initial investments in software licences and 
development. Illustration 29 shows the low use of computer applications in the 
different areas of the company, with the largest rate of adoption in accounting 
management (though only in 30% of the firms). When asked about the future, 
only 24% planned to invest in software, mostly in management applications, and 
among the most important technological trends was the development of on-line 
applications.

168 http://www.sage.es/
radiografiadelapyme2010/
Radiografia_de_la_pyme_2010.pdf.

Illustration 27. Percentage of ICT penetration in Spanish companies
Source: Data from the INE as of 1 January 2009.
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These results confirm that there is a need for computer applications among 
Spanish SMEs, but also a barrier to their being adopted, characterised by a lack of 
resources and financing. The cloud is an opportunity to break down this barrier. 
Nonetheless, the cloud providers’ task is not merely to offer the right services, but 
also to ensure that the SMEs know that they exist. The Spanish market holds out 
major opportunities, as long as providers are capable of targeting their offerings 
appropriately.

The future of Spanish government and citizens is in the clouds

A Spanish government report entitled La Sociedad de la Información en España 
[The Information Society in Spain]169 points out that 50% of Spanish territory is 
classed mountainous, with INE figures showing that 84% of all municipalities have 
a population of less than 5,000. These features make developing communication 
infrastructures a complicated task; however, as part of its Broadband Rollout Plan 
(PEBA), the Spanish government aims to extend access to 99% of Spanish 
territory170. With a rural and mountainous geography, and the great majority of 
inhabitants having access to broadband, the Spanish population may be among 
the greatest beneficiaries of the development of the cloud.

However, another important feature of the Spanish economy, accentuated by the 
economic crisis, is the size of its civil service. The government has upped public 
spending in recent years in an attempt to encourage economic growth and in 
2009, the public deficit stood at 11.4% of GDP, according to estimates from the 
BBVA’s Studies Service171. With a commitment to reduce this percentage to the 3% 
imposed by the European Union by 2013, the government will have to wield the 

Illustration 28. Acquisition of computer applications by SMEs
Source: Radiografía de la pyme 2010, Sage.
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169 http://www.planavanza.es/
InformacionGeneral/
ResumenEjecutivo2/
Documents/2009-12-16%20
Contexto%20Avanza%20SI.pdf.

170 http://www.planavanza.es/
InformacionGeneral/
ResumenEjecutivo2/
Documents/2009-12-16%20
Contexto%20Avanza%20SI.pdf.

171 http://serviciodeestudios.bbva.com/ 
KETD/fbin/mult/100216_
perspectivasparalaeconomiaglobal 
2010_tcm346-215122.pdf?ts=842010.
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172 http://www.elpais.com/articulo/
economia/Gobierno/ofrecera/20000/
funcionarios/posibilidad/trabajar/casa/
elpeputec/20070312elpepueco_11/
Tes.

173 http://www.ecm-spain.com/noticia.
asp?IdItem=7032.

Illustration 29. Penetration of computer applications in different company activities
Source: Radiografía de la pyme 2010, Sage.
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axe extensively in public spending and in this process, cloud computing could 
prove to be a valuable ally.

The idea of teleworking in the public sector has long been debated172. With nearly 
3 million civil servants altogether, teleworking could bring important cost-cutting 
in public buildings. Cloud computing is the best-placed technology to facilitate this 
system, since it provides on-line services that can be accessed from any user’s 
terminal. However, the cloud can also help improve the efficiency of an 
administrative system that is very widely dispersed amongst state, regional and 
local bodies, by virtualising part of the services and moving them to the cloud. 
There is a host of services that can be administered on-line and remotely: 
examples of these services include applications for grants, despatch and 
processing of documents, tax management and even certain procedures related to 
the justice systems. The benefits for citizens would be immense, since they would 
not have to leave home, depend on office hours or know the right ministries, 
registers or administrations for each formality. In turn the government would 
have a more efficient and automated management system with which it could 
progressively reduce staff numbers. All that would be needed would be a shared 
Internet address with a user-friendly portal.

Electronic medical records are another public sector area in which the cloud could 
have a major impact. The project for centralising the records of seven hospitals in 
the Community of Madrid173 is an example of the trend currently being taken in 
public health. Unlimited storage and computing capacity accessible from the cloud 
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is a way of containing the costs in a sector that needs ever more capacity. Even in 
the Ministry of Defence, a strategic area with a high rate of consumption of 
technological resources, there is already talk of the advantages of moving to the 
cloud. Carlos Pérez Vázquez, head of the Architecture Area of the Inspección 
General CIS, describes the viability of cloud computing in the ministry, 
highlighting the possible use of public clouds in the case of services that are not 
considered to be decisive for the organisation174.

Features of the Spanish market that might boost the development of cloud 
computing in the country include the geography, large number of SMEs, large civil 
service and strong services sector. Much of this development will be marked by 
the government’s position but, above all, by the strategy of emerging firms and 
large providers to make sunny Spain a bit cloudier.

174 http://www.socinfo.es/contenido/
revistas/pdf66marzo10/p06-
07semivirtual.pdf.
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code, modify or improve it and redistribute copies to other 
users. What distinguishes it are the conditions set out in 
the licence on the rights and duties of the provider and 
user under which it is distributed; the difference, therefore, 
is not so much in the technology or cost of the software but 
in the way it is acquired. Free and open-source software 
involves any software, product or made-to-measure 
development distributed with a licence granting these four 
freedoms.

Freeware
 Freeware is fully functional software that can be used 
without any type of payment. Freeware should not be 
confused with open source software, since it may still be 
proprietary and offer no access to the source code.

G
G-cloud (Government cloud)
A government cloud is a private cloud in which all services 
and resources are used by a local or national government. 
A government cloud may be internal (if the infrastructures 
belong to the government itself) or external (if the 
infrastructures are owned by an external provider).

L
Long Tail, The 
A term coined by the journalist, writer and lecturer Chris 
Anderson, which refers to the way in which by centralising 
stock and reducing distribution costs, companies can obtain 
a significant profit by selling small quantities of products 
that have a small market share and are of little interest to 
traditional distribution channels.

O
Open Source
The term open source describes production and 
development practices that promote access to the source 
material of the final product. The term was first widely 
used with the coming of the Internet and involves a 
pragmatic methodology for developing software that 
enables access to the source code of the programs 
distributed.

C
Cloud
In the context of cloud computing, the term “cloud” has 
several different meanings. It is generally used to 
describe a provider’s applications, services and data 
centres. In other words, it includes both the 
infrastructures and the services a provider offers. 
However it is also used to refer to the sum total of all 
the services and infrastructures of all the existing 
providers.

In the first sense of the term, a distinction is drawn 
between public and private clouds. A public cloud is one 
in which different customers’ services share the same 
infrastructures (servers, discs, etc.). This means that 
there are no dedicated infrastructures and resources are 
distributed according to demand. A private cloud is one 
in which a customer’s services have specially dedicated 
infrastructures that are not shared with other customers’ 
services. A private cloud may be external, when the 
dedicated infrastructures are owned by a provider or 
internal, when the infrastructures are owned by the 
customer (i.e. there is no provider per se, since the 
customer manages its own cloud).

D
Data centre
Data centres are facilities used to house computer 
systems and their associated components. The facilities 
contain all or some of the resources needed for processing 
an organisation’s information. They generally have 
redundant or backup power supplies, redundant data 
connections, backup copies, cooling systems and special 
security devices. The computer resources are accessed 
over data connections or the Internet. In the case of cloud 
providers, these data centres also concentrate the 
customer’s processing needs.

F
Free software
Free software and open source software is distributed 
with a licence that allows users to run it, access the source 
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in each country. In its 2003 recommendations, the 
European Commission gives the following guidelines:

n	 Medium-sized enterprise: An enterprise which 
employs fewer than 250 persons, whose annual 
turnover does not exceed 50 million euro and whose 
balance sheet total does not exceed 43 million euro.

n	 Small enterprise: An enterprise which employs fewer 
than 50 persons and whose annual turnover or annual 
balance sheet total does not exceed 10 million euro.

n	 Micro enterprise: an enterprise which employs fewer 
than 10 persons, whose annual turnover does not 
exceed 5 million euro and whose balance sheet total 
does not exceed 2 million euro.

Needless to say, if a company meets more than one of 
these classifications, it is the most restrictive one that 
applies. Under the Commission’s recommendation, any 
company that meets one of these three classifications 
should be classed as an SME.

Software as a Service (SaaS)
Software as a service (SaaS) is a utilisation system that 
provides access to software and its functions as a web-
based service, charged on a pay-per-use basis. SaaS 
allows organisations access to business functions at a 
lower cost, without needing to invest in major 
technological developments. Given that the software is 
housed remotely, users do not have to invest in additional 
hardware for the new application. SaaS eliminates the 
need for installation, commissioning, conservation and 
maintenance.

Spin-off
A spin-off is a company created out of the separation of 
part of the business of a parent company, which then sets 
up as a separate company. The shareholders of the parent 
company receive a proportional stake in the new 
company, thus becoming its initial owners. 

Start-up
A start-up is a company in the initial stages of 
development, generally before it has any established flow 
of revenue.

P
Pay-per-use
Pay-per-use is a tariff system under which the customer 
pays a services provider only for the actual utilisation of 
the service. This system is used for pricing services such 
as telephony, electricity and water. This means that 
customers pay a variable rate that is proportional to their 
consumption of the resource.

Platform as a Service (PaaS)
Platform as a Service (PaaS) consists of the distribution of 
all the tools and software needed for the design, 
development, testing and implementation of applications, 
on the same basis as any service. The tools are not 
installed on the user’s terminal but reside instead on the 
provider’s servers. The user accesses them over an 
Internet connection. These services are intended for 
developing applications on distributed equipment.

Process as a Service (PaaS) 
PaaS is based on external, start-to-finish Internet-
operated management of a business process, such as 
complaints, or management of spending and 
procurement. The system arose out of a combination of 
business process outsourcing (BPO) and process-oriented 
software, i.e. software developed to provide businesses 
with complete solutions. 

S
Service Level Agreements (SLAs) 
A service level agreement (SLA) is a negotiated 
agreement between a customer and a services provider. It 
can take the form of a formal legally binding contract or 
an informal agreement between the parties. It sets out a 
common understanding on service quality, covering 
aspects such as response time and hourly availability. 
Generally, the service quality is specified in terms of 
target and minimum service levels.

SMEs (Small and Medium-sized Enterprises)
There is no universal definition of Small and Medium-
sized Enterprises and the term is interpreted differently 
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V
Virtualization
Virtualization is a way of dividing a physical server up 
into a large number of “virtual” servers, giving each one 
the appearance and capacity to function on its own 
dedicated machine. Each virtual server operates as a 
fully-operative server and may be rebooted 
independently. This makes it possible to balance the 
physical resources between the virtual servers depending 
on the demand for each one.

Virtual server
A virtual server is a fully operative reproduction of a 
physical server which has no dedicated computing 
resources, instead sharing them with other virtual servers 
in a process known as “virtualization”.

T
Technological lock-in
This term is used to describe situations in which there is a 
lack of compatibility between different providers’ 
technologies, with the result that a customer using one 
provider’s technology needs to spend large amounts to 
switch to another. The result is that the customer is tied to 
its provider’s technology and the high changeover costs 
deter them from switching. 

Time-to-market
Time-to-market is the period of time from when a product 
is conceived as an idea until it becomes available for sale 
to customers. Time-to-market is important in industries 
with ephemeral products, such as software. In the context 
of cloud computing, it refers to the time taken from the 
conception of the idea of a service until it becomes 
accessible to consumers over the Internet.

U
Utility computing
Supply of computer resources –for example, processing 
and storage– measured as a service, in the same way as 
traditional utilities (electricity, water, gas and telephony). 
In this model the computing resources are essentially 
rented out and are owned by the utility computing 
provider, never the customer.
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